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4.2.2.6.1	Invalid or unacceptable UE security capabilities handling
Requirement Name: Invalid or unacceptable UE security capabilities handling
Requirement Reference: TS 24.501 [5], clause 5.5.1.2.8
Requirement Description: For the case where UE security capabilities invalid or unacceptable: if the REGISTRATION REQUEST message is received with invalid or unacceptable UE security capabilities (e.g. no 5GS encryption algorithms (all bits zero), no 5GS integrity algorithms (all bits zero), mandatory 5GS encryption algorithms not supported or mandatory 5GS integrity algorithms not supported, etc.), the AMF returns a REGISTRATION REJECT message, as specified in TS 24.501 [5], clause 5.5.1.2.8.
Threat References: TR 33.926 [6], clause K.2.6.1, Invalid or unacceptable UE security capabilities 
Test Case: 
Test Name: TC_UE_SEC_CAP_HANDLING_AMF
Purpose:
Verify that UE security capabilities invalid or unacceptable are not accepted by the AMF under test in registration procedure.
Pre-Conditions:
Test environment with (target) UE, which may be simulated. 
The tester configures invalid/unacceptable UE security capabilities (no 5GS encryption algorithms (all bits zero), no 5GS integrity algorithms (all bits zero), mandatory 5GS encryption algorithms not supported or mandatory 5GS integrity algorithms not supported) on the UE.
Execution Steps
The tester triggers the UE to sends the following sets of UE security capabilities to the AMF under test using registration request messages:
	1)	no 5GS encryption algorithms (all bits zero)
	2)	no 5GS integrity algorithms (all bits zero)
	3)	mandatory 5GS encryption algorithms not supported
	4)	mandatory 5GS integrity algorithms not supported
Expected Results:
The tester captures the Registration reject messages sent by AMF under test to the UE.
Expected format of evidence
Evidence suitable for the interface, e.g., Screenshot, packet captures or application log files containing the operational results.
********** END OF CHANGE **********


